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OFFICE TECHNOLOGY

The Rules have Changed!
Are You Compliant with the New HIPAA Privacy & Security Rules?

can offer a turn-key solution to ensure you are in compliance!

HSM shredders do their job so that you can keep yours.
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HSM
KEY HIPAA PRIVACY & SECURITY RULE CHANGES

Outside Service Providers

Your current contracts with outside service providers must contain the new “business associate” language making
them a “covered entity.”

New Enforcement Rules
Unlike in the past, the enforcement of the HIPAA Privacy & Security regulations will be more strictly managed including:

e Fnhanced regulatory oversight
e Empowered State Attorney Generals for all 50 States who will
— Enforce new privacy & security rules
> Pursue legal action against employees and outside contractors for non compliance
> New penalty amounts, depending on intent, range from $25,000 to $1.5 million

Security Breach Notification Changes
With the new rules, a federal requirement for security breach notification has been created for the health care
industry which now requires the following:

Reporting to the Federal Dept of Health & Human Services
e |[f more than 500 people are involved....
—You must IMMEDIATELY report to the Federal Level Health & Human Services
— HHS will post this breach to their website
— Notifying media is required for more than 500 people in a state
— All impacted entities or people contained within the impacted records must be notified

SHRED SERVICE = VULNERABILITY

Security Level

Most shred services use pierce & tear technology that simply rips
into large pieces, creating an increased risk that key confidential
information is still readable after destruction.

Handing Off Custody & Control

Does your provider do background checks & insure their employees?
Did you know the most shred service technicians are not bonded
and insured should a breach occur? Using a outside service provider
to handle your confidential materials increases the risk of falling into
the wrong hands and your liability. Is it worth taking the risk?

Actual picture taken inside a healthcare provider.

o Due to the large throat opening of the shred bin,
D ocument R etention documents can easily be retrieved and stolen!

When using a shred service, documents are retained for extended
periods of time in locking shred bins. As the bins fill up, documents
are easily accessible as shown in this picture.
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HSM
HOW CAN HSM HELP?

HSM provides a superior document destruction program, reducing your costs by as much as
20-40% over your shred service provider while enhancing security and reducing labor costs.

Actual sample of HSM® Level 6 shred. Actual shred sample of typical shred service.

HSM®° PROGRAM SOLUTIONS

Cost Security Reliability

e Using a Shred Service? e \With security levels ranging from e German manufactured
We can lower your cost by 20-40% Level 1 to High NSA -EPL listed & : : "
in the first eai/ ' i TAA com //'agt shredders, you will * Higher cutting cap acities & ower

4 mp - you power consumption
benefit from enhanced security vs. _ , _ ,

o With sheet capacities ranging from a shred service using Level 1. * Full on-site maintenance is available
5-650 sheets, you can reduce labor e [ ifetime warranty is placed on all
costs, compressing your waste 5-1 e 70% of all document thefts happen cutting heads

internally. By shredding at the source, Over 170 International patents & the

e [ ower your energy consumption by you will reduce your exposure and : L £

90% using our SECURIO models insure your compliance. highest level of quality - 150 Certified
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HSM® Classic

- Designed specially for continuous operation

- Specially hardened solid steel cutting rollers, unaffected by staples and paper clips

e Powerful drive for high performance even when used for long periods of time —
thermally protected motor

- Tried-and-tested closed gear transmission prevents dirt and wear, thus increasing ) )
service life 2 wanRANTY §
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HSM® Powerline

« For large volume environments — material feed via conveyor belt —— B ;

» Designed specially for continuous operation and low noise -
» Touch-sensitive keypad for continuous and reverse operation

« Optional balers available for baling and recycling shredded waste

HSM® SECURIO® A Green Solution

» Hardened solid steel cutting rollers, unaffected by staples and paper clips

» Motors are designed for continuous operation
- Economic energy management (EMCS) reduces power consumption by 90%

- Separate waste bags for paper and CDs .
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Let us provide a no cost evaluation of your present program and we will even let you test the
equipment for free! If you are not completely satisfied, simply return the equipment with no obligation!

Great Products, Great People.
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